IAMATKA VI KJTHEHTOB I10
3AII[HTE HH®OPMALIUH
000 «MKK «9ECTHBIH 3AHUM)



1. OBIIME ITOJIOXEHMA

1.1. Hacrosmas namsrka paspaboTana B cootBeTcTBuH ¢ Ilonoxkenunem banka Pocenn ot 17
anpens 2019 r. N 684-I1«O6 ycTaHOBIEHMH 00SA3aTEIBHBIX I HEKPEIMTHBIX (HHAHCOBBIX
opram3alii TpeOoBaHME K OOCCIEYCHHIO 3alIUThI WHPOpPMALMK IIPA  OCYIICCTBICHUH
JesTeNbHOCTH B cepe (DMHAHCOBBIX PHIHKOB B ILIEJAX MPOTHBOJICHCTBUA OCYLIECTBICHHIO
HE3aKOHHBIX (pUHAHCOBBIX oneparmiin s kimerToB 000 «MKK «HectHbiit 3aiim».

1.2. Hacrosmmume mamsaTKa pasMemaercs B Mecrax okaszanus ycayr OOO «MKK «HecTHbIid
Baiimy, 6 mom uucie na opuuuanvrom catime https://chestnii-zaim.ru/.

2. OCHOBHBIE ITOHATHA

2.1. H®O - 000 «MKK «YecTHblif 3aiim», sBJstOLIeeCs HEKPEAUTHOH (HUHAHCOBOHU
OpraHu3alued, OCYIICCTBILIIONMEH (MHAHCOBBIE ONEPalud B COOTBETCTBHM CO CT. 76.1
®epepanbaoro 3akona or 10 mroms 2002 r. N 86-®3 "O lentpansnom Oanke Poccuiickoi
®enepanyu (banke Poccun)".

2.2.  KiumeHT — TpeThe JMIO, B OTHOIIEHMH KOTOPOTO OCYIIECTBIISIOTCSA MEPBI IO 3allUTe
HH(OPMAIIUH, TIOJTy4aeMOM, TOArOTaBIMBaeMOii, 00padaThBaeMOH, [IepeaBacMol 1 XPaHUMOH
B aBTOMATH3HPOBAHHEIX CHCTEMax, Hcronb3yeMbrx HOO.

2.3.  BpemoHOCHBI KOA - IMPOrPaMMHBIA KO, NPUBOISAINMKA K HApYyIICHHIO MITATHOTO
(YHKIIMOHUPOBAHUSI CPEACTB BBIYUCIUTEIHHON TEXHUKH.

2.4. VYCTPOHMCTBO — CpEICTBO BBIYMCIMTEIBLHONM TEXHUKH, HCIOJIB3YEMOE KIIHCHTOM H
OTJIEJIEHHOE OT aBToMaThH3upoBaHHOU cucreMbl HDO, B KOTOpOW COACPXKUTCS 3alluinacMmas
uH(pOPMANKsS M KOTOPOE HCIONb3yeTcss KIMEHTOM ¢ LeNblo OCYIIECTBICHHS (HHAHCOBBIX
omepanuil (MOOWIBHBIN TesedOH, IePCOHANBHbIH KOMIBIOTED | T.11.)

2.5. HecaHKIMOHUPOBAHHBIA JIOCTYyl — JOCTYN K HWHQOpPMAlMK WM [ICHCTBHUA C
uHGOpMaLUel, HapylIalonme Oe30MacHOCTh  3allMIIaeMol  HMHpoOpMaluu, ¢ LeJbIO
OCYIIIeCTBJICHHS. ~ (DUHAHCOBBIX OIEpaluil JHIAM{, He OOJaJaloliMK  [pPaBOM  HX
OCYIIIECTBJICHHUS.

3. LEJIM U ITIOPAJIOK [TPUMEHEHMA MEP

3.1. Hacrosmas maMsrka pa3paboTaHa B CIEAYIOMMUX NEIIX:

3.3.1. UnadopmupoBanne KmumentoB HOPO o0  BO3MOXHBIX  pHCKax  IOJTYYCHHUS
HecaHKIMOHUPOBAHHOTO [IOCTyHa K 3aIlUINacMod WMHGOPMaluH C LENBIO OCYLIECTBICHHS
(GUHAHCOBBIX ONEpaIUil THIaMH, He 00JIaJal0UMH IIPABOM UX OCYIIECTBIICHHUS,

3.3.2. MudopmupoBanue KnuenTos H®O 0 Mepax o MIPeI0TBPALIIEHIIO
HecaHKIIMOHUPOBAHHOIO JIOCTYIIa K 3alluinacMod HHGOpPMaluM, B TOM YHCIE IIPH yTpaTe
(morepe, xumenun) Kiwenrtom YcerpolicTBa, ¢ HCIOJIB30BAHUEM KOTOPOrO MM COBEPIIAIUCH
JICUCTBHS B LIEJISIX OCYIIECTBICHUS (UHAHCOBON OIlEpalliy;

3.3.3. Wndopmuposanne Kimenror HOO o Mepax Mo KOHTPOIIO KOHGUrypauuu Y CcTpoicTsa,
C HCIOJIB30BaHUEM KOTOporo KimeHToM coBepinaioTcs IEHCTBHS B LEISAX OCYIIECTBICHHUS
(GUHAHCOBOH ONEpaLlUU;

3.3.4. UndopmupoBanne Kimenros HOO o Mmepax 1O CBOEBPEMEHHOMY OOHapyKEHHIO
BO3,/IeficTBHsI Bpe1oHOCHOr0 K01,



3.3.5. Undopmuposanne Kmmentos HPO o pexoMeHIAUUAX IO 3aIlHTE uadopmanuu OT
BO3JIEHCTBHS IIPOrPAMMHBIX KOJIOB, IPMBOJUIIIEX K HAPYIICHUIO IITATHOTO (G YHKIHOHHPOBAHUS
CpelCTBa BBIYUCIIUTEIBHON TEXHUKM, B IEIIIX IPOTHBOJEHCTBUS HE3aKOHHBIM (PUHAHCOBBIM
oreparusaM.

3.4, MuHEIMH3aIEA PUCKOB HOTyueHHs HeCaHKIMOHMPOBAHHOTO JOCTYMa K 3alUIIAEMOH
uH(OpMAIMK TOCTUIAETCs MyTeM KOMILIEKCHOIO MOJX0Aa: Kak CO CTOPOHBI H®O, tak u co
croponsl Kiuenra.

3 ol H®O npuHEMaeT Mepsl IO 3aluTe HHGOpMAIMH B COOTBETCTBHM CO  CBOMMH
BHYTPEHHUMHU JOKYMCHTAMHU.

3.3. KimeHT HpUHMMAeT Mephl IO 3alluTe WH(QOPMAIMH B COOTBETCTBHH C HACTOSLIECH
MaMATKOM.

4. BO3MOYKHBIE PMCKU ITOJIYUEHUS HECAHKIIMOHVMPOBAHHOI'O JOCTVYIIA
K 3AILUIIAEMON NTHOOPMAIIMNA

4.1, K o0muM mpHudHAM BO3HHUKHOBEHHS PHUCKOB IOJTYYCHUSA HecaHKIIMOHUPOBAHHOIO
JOCTYyIa K 3aI[AIIaeMol HH(OPMAIMH OTHOCATCA:

4.1.1. HeorpanuyeHHBI JOCTYII TPETHHX JIUI K Y CTPOHCTBY;

4.12. Heorpanu4eHHBIH [IOCTYyNl TpPETbUX JHI[ K pHbOpMALMK O MApoyiiX M JIOTMHaXx,
FCIIOJIB3YEMBIX TSI BXOJa B HH(QOPMAIIHOHHbIE PECYPCHL,

4.13. Hecobmomenne pexuMa KOHOUICHIMANTbHOCTH B  OTHOLICHMH  3allMIIAeMOH
uH(OPMAIHH B HH(OPMALIHOHHO-TENIEKOMMYHHKAIMOHHOH CETH «IHTEpHETY;

4.1.4. Vrpara (moteps, xuienue) KinenTom Y cTpoucTBa;

4.1.5. OTCYTCTBME HAJUICKAILETO IPOIPAMMHOTO 00ECIICUCHHUS;

4.1.6. OtcyTcTBUE HAIEKALIETO aHTUBUPYCHOIO IIPOTPAMMHOT0 obecrieueHus,

4.17. Hecobmonenne KimmenrtomM peKOMEHIALUH HACTOSINEN IaMSITKW [0  3alluTe
HH(pOpMALUH.

42. TlepedeHb IPUYHH BO3HUKHOBEHHS PHCKOB MOJTyYeHHs HecaHKIMOHUPOBAHHOIO A0CTYIA
K 3ampmaeMoid HHGOPMAIMK, ONpENCTeHHEIH M. 4.1 HACTOAIIEHM NaMATKM, HE SBIACTCA
YcUepIbIBAIOMUM. [IpUUMHBl BO3HMKHOBCHHA DPHCKOB IIOJTyHCHUA HecaHKIMOHMPOBAHHOTO
JOCTYIIA K 3aIlEIIaeMoi HHMOPMAIMHK 3aBUCAT OT KOHKPETHO! CUTYAIUH.

5. PEKOMEHJIALIMU 1O ITPUMEHEHMIO MEP T10 [TPEJJOTBPAILIEHUIO
HECAHKIIMOHUPOBAHHOI'O TOCTVIIA

51. B memsx IpeIOTBpalieHHs HecaHKIMOHHPOBAHHOTO —JOCTyna K 3allMIIacMOH
uHbOPMALMK,B TOM 4HCIE IIpH yTpare (ImoTepe, xuuienur) Kimentom VYcerpoicTBa, ¢
HCITOJIb30BAHMEM KOTOPOTO MM COBEPIIAIUCEH JCWUCTBHS B IENAX OCYLICCTBICHHS (buHAHCOBOI
omnepanuu, HOO pekoMeHIyeT:
5.1.1. OrpaHWYHTH JOCTYI TPETHHX JIMI[ K ¥ CTPOMCTBY, B TOM YHCIIC!

— He OCTaBIATh Y CTPOMCTBO O€3 IPUCMOTPA;

— He mepeaBarh Y CTPOMCTBO TPETHHUM JIUIIAM.
5.1.2. OrpaHHYMTDH JOCTYIl TPETHUX JIMII K HHPOPMAIHMH O [apOJIiX U JIOTHHAX, UCIIOJIB3YEMbIX
1714 BXOJ/Ia B MH(OPMALHOHHBIE PECYPChI, B TOM YHCJIE!



 HCIIONB30BATH MApPOJIH, COCTABICHHBIE U3 OYKB PasAIHOTO PErHCTPa, nubp ¥ 3HAKOB
IpCITMHAHMS,
— WECIOTB30BATh Pa3Hble [APOIM M JIOTHHBI JUIS BXOIa B PasHbIC H(OPMaLMOHHbIC
pecypceel,
— XPaHHUTH JIOTHHBI U [IAPOJIA B TAHHE OT TPETHUX JIHIL;
—— He 3alMCHIBATH U HE XPAHUTH JIOTMHBI U TIapOJIK UL BXOJId B nH(POPMALHOHHBIE PECYPCEI
Ha OyMa)KHOM HOCHTEJIE;
—— He WCIONH30BATH (DYHKIMIO 3aIOMMHAHMS JIOTWHA W MApomst TMpH  BXOAC B
uH(pOPMAMOHHEIN pecypc;
—— He HCIIONL30BATH B KAadecTBE Mapojsi MMEHA, MaMATHBIC AaThl, HOMEpA Tene(OHOB H
JpYTyro HHOOPMAIHIO, KOTOPAas MOXKET OBITH TOJIyUeHA TPETHUMHU JIHLAMU.
5.1.3. Cob6nrofaTh peXuM KOH(UICHINATBHOCTH B OTHOIICHHUM 3aIUIaeMoil HHPOpMAIUi B
UH(pOPMAIHOHHO-TEIEKOMMYHUKAIHOHHON CETH «/HTEpHET», B TOM YHCIIE!
— OrpaHMuUMBaTH  JOCTYm K  YCTPOHCTBY  pecypcam B uH(GOPMALMOHHO-
TeleKOMMYHUKAIMOHHON cucteMe «VIHTepHEeT»;
— HCIIONB30BATb TOJIBKO HAJEXHBIE paboume MOPTabl Ul HH(GOPMAIMOHHOTO oOMeHa B
HH(bOPMAIMOHHO-TEIEKOMMYHHKAILOHHOHN CETH «HTEpHETY;
— TPOBEPATH AAPEC HIEKTPOHHOU TIOUTEI OTIPABUTEILA ICPE/L IIPOCMOTPOM ITHCHMa;
— BHHMMATEIbHO aHAIM3UPOBATH CCHUIKH,
— He OTKpHIBAaTh IKCbMA M BJIOXCHHS K HHM, MOJIydCHHBIC IO 3JIEKTPOHHON MOYTE, OT
HEHU3BECTHBIX OTIIPABUTEIICH;
— He MepexXOMuTh [0 AKTUBHBIM CCBLIKAM, IOTYYCHHBIM IO 3JIEKTPOHHOU II0YTe, OT
HEM3BECTHBIX OTIPABUTEIIEH;
— e paspemiars JOCTyN — TporpavMmaM, — CKadMBacMbM M3 uH(GOPMALMOHHO-
TeJeKOMMYHUKAIIMOHHOK ceTh «VIHTepHEeT», K M3JIMLIHEY THPOPMALHH;
— He TOJKIIOYATHCS K INyOJIHYHBIM OECIpPOBOJHBIM  CCTSIM Wi-Fi, He3aluIeHHbIM
6eCIIPOBOIHBIM CETSIM.
5.1.4. TlpenoTsparuts HecaHKIMOHUPOBAHHBIA JOCTYI K samuiaeMor WHQOpMALKMK TIPU
yrpare (notepe, xumernu) KiuentoM Y CTpoHcTBa, B TOM HHCIIC:
— He3aMeUIMTEIHHO COOOIIHUTE O (hakTe yTpaThl ¥ CTPOHCTBA HOO;
 HesaMeUTHTEIBHO COOOIIMTH CBOEMY OINIEpaTopy COTOBOH CBA3H O (akte yTparsl
YerpoiicTsa u 3abnokupoBath SIM-Kapry;
— 00OpaTUTHCS B IPABOOXPAHUTENIBHBIC OPraHbL.
5.2. B meisx KOHTpOJS KOHGUTYpaIuK Y CTPOMCTBA, C HCIOJIE30BAHUEM KOTOPOTO Knuentom
COBEpIIAIOTCS JeHCTBHS 10 OCYIMECTBIICHNIO GUHAHCOBOH OICpalliHy, H®O pexoMeHIyeT:
5.2.1. YCTaHOBHTH COOTBETCTBYIOIIEE IPOrPAMMHOE OOECIICUCHHE, B TOM YUCIIC:
— OCTAHOBMTBH CBOIi BEIOOD HA JTHIIEH3MOHHOM IIPOrPAMMHOM 00CCTICUCHHH;
— CBOEGBPEMEHHO yCTAHABINBATH JOCTYIHbIE OOHOBJICHHS OIePaIiOHHON CHCTEMBI;
— sarpy)kaTh M YCTAHABIMBATH IPOTPAMMHOE OOECIeueHHe TOIBKO H3 MPOBEPEHHBIX
HCTOYHMKOB.
53. B mensx CBOGBPEMEHHOTO OOHApy)XeHHs BO3IeHCTBHs BpenoHOCHOro Koza HDO
PEKOMEHYET:
53.1. VCTaHOBUTH COOTBETCTBYIONIEE AHTHBHPYCHOE MPOrPAMMHOE OOECrEYeHHE, B TOM
YUCIIE:



—- YCTAQHOBUTH aHTHBUPYCHYIO 3alUTY;
— YCTAHOBHUTH aBTOMATHYECKOE OOHOBJICHNE aHTHBUPYCHBIX 0a3z;
—- OCYIIECTBIIATH PETYISIPHBIN KOHTPOJIb AHTUBHPYCHON 3aIIUTHI.

5.3.2. CoburoaaTh peKOMEH/IAIMK HACTOAIIEH TAMSATKH 10 3alluTe HHPOPMAIIy.



